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Contact us for friendly and personalised
e-commerce legal services.

Anywhere in Australia, any time.

This e-commerce law guide will give you an
understanding about e-commerce law in Australia.

E-commerce law in Australia is a complex field that
governs online businesses. It includes various
aspects such as consumer protection, privacy,
intellectual property, and advertising standards.
Understanding these laws is crucial for any
business operating online to ensure compliance
and avoid potential legal issues.

This guide will provide an overview of Australian e-
commerce law. From website terms and conditions,
consumer rights, privacy and data protection to
advertising and marketing, we've got you covered.
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Navigating the landscape of e-commerce law in Australia can be challenging,
but it's essential for the success and compliance of your online business.
Engaging with an experienced e-commerce lawyer can provide much-needed

security and guidance. Remember,

the law is continuously evolving,

especially in the digital world, so staying informed and updated is key.

Requirements and Obligations

Website Terms and Conditions:

Every online business should have clear and
comprehensive terms and conditions on its
website. These should outline the rules and
guidelines for using the website and purchasing
goods or services.

Consumer Rights:

Under the Australian Consumer Law (ACL),
businesses must ensure that the goods or
services they sell are safe, durable, free from
defects, fit for purpose, accurately described,
and meet all express warranties.

Privacy and Data Protection:

Businesses must have clear policies on how they
collect, store, and use customer data. This
includes having a privacy policy and cookie
policy that complies with the Australian Privacy
Principles.

Advertising and Marketing:

Businesses must follow strict guidelines when
advertising and marketing their products and
services. The Australian Consumer Law requires
that advertising and marketing be fair, truthful,
and not misleading or deceptive.

Risks with e-commerce businesses
Operating an online business exposes businesses
to legal responsibilities and operational hazards.
Misleading advertising, non-compliance with
consumer laws, or inadequate data protection
measures can lead to legal issues, fines, and
damage to your business’s reputation.

Benefits of compliance

Complying with e-commerce laws not only helps
businesses avoid legal issues but also builds trust
with customers. It ensures that customers
understand their rights and obligations, which can
enhance the customer experience and lead to
increased customer loyalty and sales.
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Website Terms and Conditions

Website Terms and Conditions, also known as Terms of Use or Terms of Service, are

a crucial part of any online business, including e-commerce businesses. They set out
the rules and guidelines for customers or clients using a website and purchasing

goods or services from it.

Legal Protection: Terms and Conditions act as a
legally binding contract between your business and
its customers. They can protect your business from
potential legal disputes and liabilities by outlining the
responsibilities and obligations of both parties.

Use of Website: They provide guidelines on how
visitors can use your website, including restrictions
on certain activities like posting inappropriate
content or using the website to commit illegal
activities.

Intellectual Property Protection: They can help
protect your business’s intellectual property, such as
logos, trademarks, and content, by clearly stating that
these are owned by the business and cannot be used
without permission.

Limit Liability: They can limit your business’s liability
in case something goes wrong, such as a service
disruption, errors in content, cyber breaches, or
issues with third-party links.

User Accounts: If your website requires users to
create accounts, Terms and Conditions can govern
these, including registration requirements, account
responsibilities, and actions that can lead to account
termination.

Payment Terms: For e-commerce businesses, they
can outline the payment terms, including the types
of payment accepted, billing procedures, and any
related fees.

Return and Refund Policies: They can include the
business’s policies on returns, refunds, and
exchanges, providing clear guidelines for
customers.

Privacy: They can refer to the business’s Privacy
Policy, reinforcing the business’s commitment to
protecting customer data.
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Consumer
Consumer Law

Rights

and Australian

The Australian Consumer Law (ACL) is a key piece of legislation that applies to all
businesses in Australia, including e-commerce businesses. Administered by the
Australian Competition and Consumer Commission (ACCC), the ACL is designed to
protect consumers and ensure fair trading within Australia.

Consumer Rights

Under the ACL, consumers have certain rights when
they purchase goods or services, including online.
These rights include:

Quality: Goods must be of acceptable quality,
meaning they must be safe, durable, free from
defects, fit for purpose, and match their description.

Accurate Description: Goods and services must
match their description. This means that what
consumers see online (including photos, descriptions,
and promotional material) must accurately represent
the product or service they receive.

Repairs, Replacements, and Refunds: If a product or
service fails to meet a consumer guarantee,
businesses must provide a remedy. This could be a
repair, replacement, or refund depending on the
circumstances.

Business Obligations
E-commerce businesses have several obligations
under the ACL:

Honest Advertising: Businesses must ensure their
advertising and marketing is truthful and not
misleading or deceptive. This includes pricing,
product descriptions, and promotional material.

Transparent Pricing: All prices must be clearly
displayed, and businesses must disclose any
additional fees or charges before the consumer
completes their purchase.

Consumer Guarantees: Businesses must uphold
consumer guarantees, regardless of any other
warranties or policies they may have.

Consequences of Non-Compliance
Non-compliance with the ACL can result in serious
consequences for e-commerce businesses. This
can include fines, orders to compensate
consumers, injunctions to prevent certain conduct,
and in serious cases, criminal penalties

Understanding and complying with the ACL is
crucial for any e-commerce business operating in
Australia. It not only helps to avoid legal issues but
also builds trust with consumers, which can lead to
increased customer loyalty and sales. It’s always
recommended to seek professional legal advice to
ensure your business is fully compliant with the
ACL.
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Policies

The Privacy Actu 1985-‘ah-c“| Privacy

The Privacy Act 1988 (Cth) is a key piece of legislation in Australia that regulates
the handling of personal information about individuals. This includes the collection,
use, storage and disclosure of personal information, and access to and correction of

that information.

Why Businesses Should Have a Privacy Policy

Legal Requirement: If your business has an annual
turnover of more than $3 million, or if it deals with
sensitive information (like health records), it’s legally
required to have a privacy policy under the Privacy
Act 1988. Even small businesses with an annual
turnover of $3 million or less may be subject to the
Privacy Act in certain circumstances.

Trust and Transparency: A privacy policy promotes
trust with customers by providing transparency
about what information you collect, what you plan to
do with that information, and how you store it. This
can enhance the customer experience and lead to
increased customer loyalty.

Australian Privacy Principles (APPs): The Privacy
Act includes 13 Australian Privacy Principles (APPs)
that outline how personal information should be
handled. A privacy policy helps businesses to comply
with these principles.

Data Breaches: The Privacy Act also includes the
Notifiable Data Breaches (NDB) scheme, which
requires businesses to notify individuals and the
Office of the Australian Information Commissioner
(OAIC) when a data breach is likely to result in
serious harm. A privacy policy can outline how your
business will respond to such breaches.

Having a privacy policy is not just about
compliance with the law. It’s also about
building trust with your customers and
demonstrating that you take their privacy
seriously.

It's always recommended to seek professional
legal advice to ensure your privacy policy is fully
compliant with the Privacy Act 1988 and other
relevant laws.
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Advertising, Marketing and
E-Commerce Business

All advertising and marketing materials must be truthful, accurate, and not
misleading or deceptive. This includes product descriptions, pricing information,
and promotional materials. Businesses must ensure that they can substantiate any

claims made in their advertising.

Clear Pricing: All prices must be clearly displayed and
include GST. If there are additional fees or charges,
these must be disclosed to the consumer before they
make a purchase. It’s illegal to advertise goods or
services at a specific price to attract customers,
knowing that you can’t supply reasonable quantities
at that price.

Comparative Advertising: If a business chooses to
compare its products or services with those of a
competitor, it must ensure that the comparison is
accurate, fair, and can be substantiated.

Spam Act 2003 Cth: The Spam Act sets out the rules
for sending marketing emails, SMS, and other
commercial electronic messages. Businesses must
have the recipient’s consent to send these messages,
identify themselves as the sender, and include a way
for the recipient to unsubscribe.

Non-compliance with the Spam Act can result in
significant penalties, including fines. Therefore, it’s
crucial for e-commerce businesses to understand and
comply with these requirements.

Here are some key requirements of the Spam Act
that e-commerce businesses should be aware of:

Consent: The Spam Act requires businesses to
obtain consent before sending commercial
electronic messages. This consent can be express
(i.e., the recipient has explicitly agreed to receive
the messages) or inferred (i.e., there is an existing
business relationship between the sender and the
recipient).

Identify: The Spam Act requires that all
commercial electronic messages must clearly
identify the business that is responsible for
sending the message.

Unsubscribe: The Spam Act requires that all
commercial electronic messages must contain a
functional ‘unsubscribe’ facility, allowing recipients
to opt out of receiving future messages. Once a
recipient has opted out, businesses must stop
sending messages to that recipient within five
working days.
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Dropshipping

Dropshipping is a popular e-commerce model where a business sells products
directly from suppliers to customers without holding any inventory. The supplier
handles the storage, packaging, and shipping of products. You may be surprised how
many well-known businesses operate on the dropshipping model.

Terms and Conditions, Consumer Rights, Privacy
Policy & Marketing

Dropshipping websites have the same obligations as
other e-commerce businesses discussed elsewhere in
this guide.

Business Structure and Registration

Before starting your dropshipping business, you must
decide on a business structure (sole trader,
partnership, or company) and register your business
with the Australian Securities and Investments
Commission (ASIC). You'll also need an Australian
Business Number (ABN) and may need to register for
Goods and Services Tax (GST).

Supplier Agreements

You should establish clear agreements with your
suppliers. These should outline responsibilities,
product quality expectations, shipping times, return
policies, and dispute resolution procedures. Ensure
your suppliers comply with Australian standards and
regulations.

Intellectual Property

You should ensure you have the right to use all
product images and descriptions provided by your
suppliers. Unauthorised use of copyrighted material
can lead to legal issues.

International Considerations

If you're selling to customers outside Australia or
using overseas suppliers, you may need to comply
with international laws and regulations. This can
include consumer protection laws, privacy laws,
and customs and import regulations.

Running a dropshipping business can
be a great way to enter the e-
commerce space, but it’s important to
understand the legal requirements.
Our dedicated team is here to help.
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Cyber Security Protocols

In the digital age, cybersecurity is a critical concern for all businesses,
especially those operating in the e-commerce sector.

Obligations

Data Protection: Under the Privacy Act 1988,
businesses are required to take reasonable steps
to protect personal information from misuse,
interference, loss, unauthorised access,
modification, or disclosure.

Data Breach Notification: The Notifiable Data
Breaches (NDB) scheme under the Privacy Act
requires businesses to notify individuals and the
Office of the Australian Information
Commissioner (OAIC) when a data breach is
likely to result in serious harm.

Payment Card Industry Data Security Standard
(PCI DSS): If your business accepts card
payments, you must comply with the PCI DSS,
which sets out requirements for secure handling
of cardholder information.

Website Security: Your website should have
robust security measures in place, such as SSL
encryption, secure login processes, and regular
security updates and patches.

Employee Training: Businesses should provide
regular cybersecurity training to their
employees to help prevent breaches caused by
human error or malicious insiders.

Consequences of non-compliance

Fines and Penalties: Non-compliance with laws
like the Privacy Act and the Spam Act can result in
significant fines and penalties.

Reputational Damage: Data breaches can cause
serious damage to your business’s reputation,
leading to loss of customer trust and potential
loss of business.

Legal Action: If a breach results in harm to a
customer or another business, they may take legal
action against your business.

Operational Disruption: Cybersecurity incidents
can disrupt your business operations, leading to
downtime and loss of revenue.

Cybersecurity is not just a technical issue but a
business risk that needs to be managed at the
highest levels of your organisation. Investing in
robust cybersecurity measures and complying
with all relevant laws and standards is not just a
legal obligation, but a crucial step in protecting
your business and your customers.

You should always seek professional legal and
technical advice to ensure your e-commerce
business is fully protected against cyber threats.
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Frequently asked questions

What is the Australian Consumer Law and how does it apply to my e-commerce business?

The Australian Consumer Law (ACL) is a national law that protects consumers and ensures fair trading
across Australia. It applies to all businesses, including e-commerce, and covers areas like consumer
rights, product safety, and fair advertising.

What are the legal implications if my e-commerce business doesn't comply with Australian Consumer
Law?

Non-compliance with the Australian Consumer Law can result in fines, orders to compensate consumers,
injunctions to prevent certain conduct, and in serious cases, criminal penalties.

What are the requirements of the Privacy Act 1988 for my online business?

The Privacy Act 1988 requires businesses to handle personal information in a way that respects
individuals' privacy. This includes having a clear privacy policy, obtaining consent to collect and use
personal information, and providing a way for individuals to access and correct their information.

Why does my e-commerce website need Terms and Conditions?

Terms and Conditions act as a legally binding contract between your business and its customers,
outlining the rules for using your website and purchasing goods or services. They can protect your
business from potential legal disputes and clarify your policies on issues like returns and refunds.

What are the advertising and marketing requirements for my e-commerce business under Australian
law?

Under the Australian Consumer Law, all advertising and marketing must be truthful and not misleading.
Prices must be clearly displayed, and businesses must be able to substantiate any claims they make in
their advertising.

What is the Spam Act 2003 and how does it affect my e-commerce business's email marketing?

The Spam Act 2003 regulates commercial electronic messages, including marketing emails. It requires
businesses to obtain consent before sending these messages, to clearly identify themselves as the
sender, and to include a way for recipients to unsubscribe.

How can | ensure that my e-commerce business is compliant with data protection laws?

To comply with data protection laws, you should have a clear privacy policy, obtain consent to collect and
use personal information, provide a way for individuals to access and correct their information, and take
reasonable steps to protect personal information from misuse, interference, loss, unauthorised access,
modification, or disclosure.
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Frequently asked questions... continued

What should | include in my e-commerce website's return and refund policy?

Your return and refund policy should clearly explain under what circumstances returns and refunds are
accepted, the process for returning items, who pays for return shipping, and how and when refunds are
issued.

How can | protect my e-commerce business's intellectual property?

You can protect your intellectual property by registering trademarks, patents, and designs, using
copyright notices, and including clauses in your Terms and Conditions that prohibit the unauthorised use
of your intellectual property.

What legal considerations should | keep in mind when expanding my e-commerce business
internationally?

When expanding internationally, you should consider local consumer protection laws, privacy and data
protection laws, intellectual property laws, tax laws, and any regulations specific to the products or
services you're selling.

What are the legal requirements for selling age-restricted products on my e-commerce website?
If you're selling age-restricted products, you must have measures in place to verify the age of your
customers and clearly state the age restrictions on your website and in your Terms and Conditions.

How can | legally collect and use customer reviews on my e-commerce website?
You can collect and use customer reviews by obtaining the customer's consent, not altering or
misrepresenting reviews, and complying with privacy laws when handling personal information.

What are the legal considerations for dropshipping businesses under Australian law?

Dropshipping businesses must comply with the same laws as other e-commerce businesses, including
consumer protection laws, privacy laws, and advertising standards. They should also ensure they have
clear agreements with their suppliers that outline responsibilities and liabilities.

What should I do if my e-commerce business faces a data breach?

If your business faces a data breach, you should identify and secure the breach, assess the risk of serious
harm, notify affected individuals and the Office of the Australian Information Commissioner if required,
and review and improve your data security measures.
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